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3aKOH IIpo Kibep6esneKy 2018 poKy (Cybersecurity Act 2018) 3aCHYBaB
ATeHTCTBO 3 Kibepbe3neKu (Cyber Security Agency) 1 3alIpOBaiUB
PEeXUM KPUTHUYHOI iIHPopMaLiiiHOol iIHPpacTPyKTypH. 3a UM
PEeXMMOM BHU3HAU€eHI BJIaCHUKU CUCTeM, 6e3 IKUX HEMOXKJIUBO
HaJlaBaTH JXUTTEBO Ba’KJIUBI IIOCIIYI'H, MAlOTh JOTPUMYBATHUCS
KOJIeKCiB MMPAKTUKHU, IIOBIJOMJIATH NIPO IHIIUAEHTH 1 IPOXOAUTH
aypuTh.! BaHKIBCBKA CcIIpaBa Ta piHaHCH HaJIesKaTh ;O CEKTOPY
JKUTTEBO Ba>KJIMBUX IIOCIIYT, ajle CHCTEMH 10 KPUTUYHOI
iHpopMaLifiHOI iIHPPACTPYKTYPH BiTHOCUTH YIIOBHOBA’KEHUH 111010
KO>KHOI OKpeMo, i Ha KpUIITO6ipsKi I1e He IOIIUPEHO. 3MiHU 2024
POKY PO3LINUPHIIHN i10 3aKOHY Ha CUCTEMH, 1110 CTAHOBJIATH
TUMYACOBUH IHTepecC i3 morIsaay Kibepoesneku, Cyo’eKTH
0CO6JIMBOTO iHTepecCy 3 noIIAAy Kibep6e3neku Ta 6a30By LUPPOBY
IHQPACTPYKTYPY, IK-OT XMAPHI ITOCIIYTH 1 IIOCITYTH LIeHTPiB
06po6KHU aHUX. Uepes CBOIX IOCTavyaJIbHUKIB KPUIITOOi3HEC
3ayiIaloTh 1 Il HOPMHU, X0Y 1 0I10cepeKOBAaHO.?
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OTXe, [y1s1 KPUITOIUIATPOPMHU UNHHUMU BUMOTaMHU KibepOesIeKH €
BUMOI'Y MAS. HaCcTaHOBH 3 yIIpaB/IiHHA TEXHOJIOITUYHUMHU PU3UKaMHU
(Technology Risk Management Guidelines) 1 [IOBIJOMJIEHHS IIPO
YIIPaBIiHHA TeXHOJIOTITYHUMU PU3UKaMH BCTAHOBIIOIOTEH CTAHAAPTH
Ta 060B’SI3KU I[0/10 3BiTyBaHH4. [I0BiJOMJIEHHS IIPO KiGepririeny
(Cyber Hygiene Notice) 3aIIpOBa)Kye 6a30Bi 3aCO6HU KOHTPOJIIO JJIS BCiX
JIilleH30BaHUX PiHAHCOBUX YCTAHOB.’ 3aKOH IIPO HellpaBOMipHe
BUKOPHUCTaHHS KOMIT'IOTEPIB 1993 POKY (Computer Misuse Act 1993)
BCTaHOBJIIOE KPUMIiHaJIbHI IIPaBONOPYILIEHHS 1100
HEeCAHKI[I0HOBAHOI0 AOCTYIy Ta Moagudikalii. BoHu
3aCTOCOBYIOTBHCS 10 XaKepiB He3asIe’KHO Biff TOTO, YU € IIOTePIIIUiI
BHU3HaYeHUM BJIACHUKOM iHQPaCTPyKTypH.*

IIpuMiTKH

1. Cybersecurity Act 2018, YaCTHHA 3 (KPUTUYHA IHPpOpMalliiiHa
iHQpacTpyKTypa), 30KpeMa CT. 7 (BU3HaueHHs), 10 (060B’I30K
3BiTYBaTH), 14 (IIOBIJOMJIEHHS IIPO IHIUJIEHTH) 1 15 (AYAUTH). <

2. Cybersecurity (Amendment) Act 2024, yXBaJIeHUH 7 TPABHSA 2024 POKY,
SIKUU TOIIOBHUB Cybersecurity Act 2018 YaCTUHaMHU 3A-3C. <

3. MAS Notice on Cyber Hygiene 1 MAS Technology Risk Management
Guidelines (ciueHb 2021 p.). IXHe 3acTOCyBaHHs [0 JTilleH3iaTiB DPT
PO3IJISHYTO B YaCTHHI L, po3aini VI «

4. Computer Misuse Act 1993, CT. 3-5. [IpaBOIIOPYIIIEHHS OITMCAHO B
YaCTUHI N, po3iii L. <
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Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporelQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only on the basis of an express written letter of engagement. Corrections and updates:
contact@ressos.com.

© 2026 Dr Alexander Ressos. This article may be quoted with attribution to SingaporelQ
(SingaporelQ.com). Reproduction in full and any commercial use require prior written consent. The
Legal Terms at https://singaporeiq.com/legal-terms apply.

Author contact: Dr Alexander Ressos, TEP - contact@ressos.com
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