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MexaHi3MU KOHTPOJII0 AML/CFT jileHsiaTa y cpepi DPT Ipaljio0Th
Ha TEXHOJIOTifX, i MAS peryJIioe 1ii TeXHOJIOTii ;BOMa
IIOBITOMJIEHHSIMHU Ta OJHUMU HaCTaHOBAMU, SIKi Ha IPAKTUL
HeBIIIbHI BiJi mporpamMu AML.

[ToBifOMIIEHHSI MAS PSNO5 IIPO YIIPaBIiHHA TeXHOJIOTITYHUMU
PH3UKaMHU BCTaHOBJIIOE OPUAUYHO 060BI3KOBI BUMOTH JJIS1
II0CTa4YaJIbHUKIB IUIATDKHUX IT0CITYT. KoMIaHisg TOBUHHA MaTH
CHCTeMY BU3HAUEHHSI KDpUTUYHUX cucTeM. KOyKHa KpUTUYHA
CcHCTeMa MOXKe MaTH He OiJIbllle YOTUPBHOX TOJAUH I103aIJIAHOBOTO
IIPOCTOIO 3a OYb-IKUI KOB3HUU IBAaHAALIATUMICAYHUN IIEepPIiof, a
LIJILOBUY 4ac 11 BIJHOBJIEHHS Ma€ CTAHOBUTHU YOTUPU TOAUHU. MAS
CJIi[ IIOBIJOMUTH IIPOTATOM O Hi€l TOAUHU ITiCIIS BUABIIEHHS
BiZIIIOBI{HOTO IHIUZIEHTY, @ 3BiT IIPO IIEPLIOIIPUYUHY IIOLATH
IIPOTATOM YOTUPHAAUATH OHIB.! [ToBifoMiieHHST MAS PSNO6 IIpO
KibepririeHy BCTaHOBJIIOE LIIiCTh 6a30BUX 3aX0/iB. Lle 3axucT
aMiHiCTpaTUBHUX 06JIIKOBUX 3aIIMCiB, OllepaTUBHE BCTAaHOBJIEHHS
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OHOBJIEHB 6e3I1eKH, 3aTBePKeHH IIMCbMOBOI'0 HA00PY CTaHLaPTiB
6e3I1eKH, 3aXUCT IlepuMeTpa MepesKi, 3aXUCT BiJl LIKIJIMBOTO
IIporpaMHOro 3abesneuyeHHs Ta 6araTopakTopHa aBTeHTUPIKalisg
IUIS aiMIHICTPaTUBHOIO LOCTYIIY M JOCTYIIY 0 iHpopMalii mpo
KJIi€eHTiB.? HaCTaHOBU 3 YIIPAB/IiHHSA TeXHOJIOTIYHUMHU PU3UKaMHU
(TRM Guidelines) Bifi CiuHs 2021 POKY BCTAHOBJIIOIOTh HEOOOB'SI3KOBUH,
aJjie IepeBipOBaHUM Ha IHCIIEKI[ISIX CTaHAAPT /I BChOI'O 1HIIIOTO.
BOHU OXOIUTIOIOTH KOPIIOPaTUBHE YIIPAaBIiHHSI, PO3P0O06IeHHS
IIPOrpaMHOro 3abe3ledyeHHs, YIIPaBIiHHA TPETIMU CTOPOHAMHY,
pearyBaHHs Ha IHIUEHTH, KOHTPOJIb JOCTYIY, YIIPaBIiHHS
KpUnTorpapiyHUMU KIII0YaMH ¥ TeCTyBaHHS Ha IPOHUKHEHHA.

g xoM1taHii y cpepi DPT po3zist TRM Guidelines IIPO yIIpaBIiHHA
KJII04aMHU Mae€ 0COOJIMBY Bary, 60 IpUBaTHI KJII0Yi KOMIIaHIl — 11e
aKTUBH i1 KIIIEHTIB. MAS OUiKy€ 3a/JT0KyMEHTOBAHHUX LIePeMOHIHN
reHepyBaHHS KJII0YiB 1 allapaTHUX MOAYJIiB 6e31meku (HSM) abo
PiBHOLIIHHUX 3aC00iB. BoHa 04iKye pO3II0Aiy 060B'I3KiB, 11106
JKOJIHa ocoba caMa He MOTJia IlepeMillyBaTH KOIITH KIIi€HTIB,
«XOJIOHOTO» 30epiraHHs OCHOBHOI YaCTUHU aKTUBIB i IlepeBipeHux
IIPOLeIyP BifHOBJIEHHS. I]e TaKOX BUMOTI'HY 11010 36epiraHHs 3a
YaCTUHOIO K, po3aiyioM II, 1 MAS ITepeBipse IX IK OLHY TeMy. 371aM —
Ie 1e ¥ ofig y chepi AML. BUKpaZieHi TOKEHU BUXOJATH Yepes
ramMaHIli KomnaHii. KoMItaHisg MyCHUTB YMITH IX IPOCTEXKUTH,
IIOBIJOMUTH IIPO HUX 3a PSNO3 1 CT. 45 CDSA Ta CIIIBIIPAI[I0BATH 3
MIOJIiLi€l0 ¥ IHIMUMHU GipsKaMH, 11100 IX 3aMOpo3uTH. [1i1aH
pearyBaHHS Ha iHIIUJEHTH, IKUU OXOIUIIOE JIUIIIe TeXHIYHe
BIZJHOBJIEHHS, aJIe He PeryJIsATOPHY 3BITHICTh 1 OHUEHH-
IIPOCTEXEeHH, HeIIOBHUM. YacTHHA Q, PO3Aii II MICTUTH
KOHTPOJILHUH IIepeJIiK Ha IepIlli CiMZECAT ABi TOJAVWHH IIiCiId 3/1aMy.
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IIpuMiTKH

1. MAS Notice PSNO5, Technology Risk Management, BUJlaHe BiJIIOBI[JHO
[0 Payment Services Act 2019, IIYHKTH 11040 BU3HAYE€HHS
KPUTUYHUX CUCTEM, MAKCUMAaJIBHOTO 1103aIJIAHOBOTO IIPOCTOI0
4 TOOAVHMY, IOBIIOMJIEHHS IIPO IHIIUEHT IIPOTATOM 1 TOSUHU Ta
3BiTY IIPO IEePLIONPUYUHY IIPOTATOM 14 JHIB. <

2. MAS Notice PSN06, Cyber Hygiene, BU/laHe BiJIIIOBIJTHO O Payment
Services Act 2019, IIII. 4-9 IIJOZ[0 IIIECTH BUMOT KibepririeHu. <

3. MAS, Technology Risk Management Guidelines, 18 Ci4H4 2021 P.,
30KpeMa pO3/iI 10 100 YIIPaBIiHHA KPUIITOTpagiyHUMU
KJII0YaMH 1 pO3aii 12 11010 KOHTPOJIIO JOCTYITY. <

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporelQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only on the basis of an express written letter of engagement. Corrections and updates:
contact@ressos.com.
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(SingaporelQ.com). Reproduction in full and any commercial use require prior written consent. The
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